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[bookmark: _Toc19542423][bookmark: _Toc35348425][bookmark: _Toc152836059]4.3.2.4	No unused functions
Requirement Name: No unused functions.
Requirement Reference: In accordance with industry best practice
Requirement Description: 
During installation of software and hardware often functions are activated that are not required for operation or function of the system. If unused functions of software cannot be deleted or deinstalled individually as required in clause "4.3.2.3 No unused software" of the present document, such functions shall be deactivated in the configuration of the network product permanently. 
Also, hardware functions which are not required for operation or function of the system (e.g. unused interfaces) shall be permanently deactivated. Permanently means that they shall not be reactivated again after network product reboot.
NOTE 1:	A function within the scope of this test case is a hardware, software or operating system functionality present in the network product under test. It is therefore distinct from the 3GPP defined network function, which the network product provides in accordance with the design objectives from TS 23.501 [18] and TS 33.501 [10]. Examples of functions in the sense of this test are modules used in webservers, debugging functionality or software and hardware interfaces for network communication like Bluetooth ®.
EXAMPLE: 	A debugging function in software which can be used for troubleshooting can not be activated during normal operation of the network product.
Threat References: TR 33.926 [4]
Test Case: 
Test Name: TC_NO_UNUSED_FUNCTIONS
Purpose:
To ensure that all active hardware or software functions are explicitly required for operation or functionality of the network product.To ensure that there is no unused hardware or software functions that are not deactivated in the network product which are not required for its operation or functionality.
Procedure and execution steps:
Pre-Conditions:
A list of all available software and associated components containing at least the following information shall be included in the documentation accompanying the Network Product:
-	name of the software;
-	version of the software installed;
-	list of dependencies and versions;
-	any add-ons and functions;
-	any special hardware/debugging ports;
-	software support type;
-	licensing information;
-	requirement during functioning of system;
-	brief description of their purpose.
Execution Steps:
The tester is required to execute the following steps: 
1.	1.	The tester verifies that the list of hardware and software functions is available in the documentation of the Network Product.
2.	Identification The tester identifiesof the hardware and software functions which are installed in the system or might have been disabled using any suitable command line tools or any other suitable means of determination.
NOTE 2: 	The identification of software could be done by, e.g. consulting the package manager of the OS/distribution (e.g. apt, dpkg, rpm, pacman, flatpack, snap…) and package managers of available runtimes (e.g. pip (Python), npm (JavaScript), composer (PHP)…), scanning for executables (global or focused on PATH variable of all available users), scanning for script files related to the available interpreters or listing images and their dependencies when virtualization or containerization is used.
NOTE 3: 	The identification of hardware could be done by, e.g. consulting any type of device manager or hardware information tool (e.g. hwinfo, inxi, lshw, lspci, lscpu, lsusb…). 
23.	Validate The tester validates that there are no entries in the list of hardware and software functions installed in the system apart from the ones that have been mentioned and deemed necessary for the operation of the network product in the attached documentation.
Expected Results: 
The report will contain the names and version of the tool(s) used for finding out what software, hardware and associated functions is are installed in the system. The detailed report will contain the name and version information of all the software, hardware and components installed in the system generated by the test tool.
The list of all available software and hardware functions  which has been deemed necessary for the operation of the network product by the vendor shall also be included as the test result. Any software or hardware function not in the list of allowed software or hardware functions will be highlighted and brought out as a part of the report.
There should be no unused function that is not deactivated in the network product except for the ones which are deemed necessary for its operation.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
-	The used tool(s) name and version information
-	Settings and configurations used
-	The list of software, hardware and associated functions
-	Tthe test results i.e. allowed list of functions

